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Agenda

Alntroduction Identities
ADifferent forms of authentication
AAzure ActiveDirectory Premium

AQA
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SaaS
0365 etc

Acting on-behalf-of Public cloud
(OBO) a user

Multi-hop

On-premises
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PowerShell Authenticate
to
GRAPH APIs
Your apps
from your AD DS
TN

Users signedh to Azure AD have SSO to all applications

Management portal(s)

Synchronise users

Your tenant
Your data

Application
gallery
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Different Identities

. : 2. MS Online IDs + 3. Federated IDs +
1. MS Online IDs AADConnect AADConnect

Appropriate for Appropriate for Appropriate for
w Smaller organizations without AD w Orgs with AD oipremise w Larger enterprise organizations
on-premise with AD onpremise
Pros
Pros w No servers required epremise Pros
w No servers required opremise w Users and groups mastered-on w SSO with corporate cred
premise w Full control over authentication
Cons w Enables cexistence scenarios w Support for norRAD systems
w No SSO w Several SSO options
w 2 sets of credentials to manage Cons
with differing password policies  Cons w High availability server
w Users and groups mastered in the ¢y Single server deployment (?) deployments required

cloud
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‘ ility architecture: Identity options ¢ \T/Dev

Viicrosoft Online IDs
icrosoft Online IDs + AADConnect
Federated IDs + AADConnect |

Microsoft Office 365 Services

Identity platform

Nl

Active Directory <€
Federation Server

Directory
Store

AADConnect

Service
connector
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What is AADConnect?

) }}dxxé I 5ANBOGI2NR {eyO
Forefront Identity Manager (FIM) that will

synchronize a subset of your -pmemise Active

Directory with Windows Azure Active Directory

OhTFAOS ocpoL dE
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On-premises Azure AD

Synchronise users, groups and devices

A Requires immutable ID

- Enable write-back for passwords, devices and groups

> o/




Azure AD account
to access Azure AD

AD account to
access AD ‘

AD account should only
have the privileges @
necessary to perform

SQL Server 2012 ExpresksocalDB

or
required tasks Service account to _
run Azure AD SQL Server 2008 or higher
Connect

Continuously evolving product

Automatic upgrades are possible
SetADSyncAutoUpgrade



How does AADConnect work?

AADConnect

— SourceAD

VVV\V\/

] Office 365
4 /



<7 IT/Dev

CONNECTIONS

Demo: AAD Connect
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AD Connect replaces earlier tools, upgrades are possible
DirSync

Azure AD Sync

FIM and the Azure AD Connector

++ more than just a synchronization engine
Manages user sigim options
Write-back for password, devices and groups

Tools to support AD FS

Simple Ul experience to update AD FS SSL certificates
Fix trust

Login testing
Azure AD Connect Health agent, reports status to the Azure AD Connect Health Portal



AOnestop shop for viewing the health of youl

________________________________ identity infrastructure

P per— AAzure AD Connect

B | AAD FS

o I o AOnpremises AD

AAgents installed on identity infrastructure
0: components

AMonitoring and alerts

— AEmail notification of critical alerts

Active Directory Domain Services

- ATrends in performance data

AUsage reports
ARequiresa P1 license



All methods require the user
account to be synchronised

I

Password validated against
CENS el o RIsW-VAV{-W.\D)
Pass-through authentication

! Username and password > Username and password > AuthN
< “sent” to on-premises agent agent
Federation with AD FS

! %’ Identifies user's domain as federated
< redirects user to AD FS

Username and password




&

Microsoft Azure

Active Directory Identity Synchronization with  User attributes are synchronized using Identity Synchronizatior

;

ms \Windows Server

password (hash) sync - garyicesncluding a password hastuthentication is completed

againstAzure Active Directory



@rerrnreneneenenenes > Microsoft Azure
ms \Windows Server

User attributes are synchronized using Identity Synchronizatior
Active Directory

tools, Authentication is passed back through federati@nd
completed againstVindows Server Active Directory

AD FS



@rerrnreneneenenenes > Microsoft Azure
ms \Windows Server

User attributes are synchronized using Identity Synchronizatior
Active Directory

tools, Authentication iscompleted agains¥indows Server
Active Directory using the Passthrough Agent

Directory Pass
Through
Agent



All methods require the user
account to be synchronised

A

Federation with AD FS

User$> Identifies user's domain as federated
< redirects user to AD FS

Username and password




Directory Synchronization

Your AD
Your AD FS
| =
) Azure AD &
: Trusts your AD FS
Redirect to your Azure AL

I >
Home realm discovergvia UPN
|

Redirected to your AD F$
I Authenticate

Return ST for consumption by Azure A :
| |
Redirected to Azure AD R

I T

Claimsaware app

)

App trusts
Azure AD

Vi

Browse app

Not authenticated

N

U)

\ 4

O
\ 4

N

]

Process token

Return new ST

Send Token

~
7

Return cookies

and page



Intranet
AD FS farm
Perimeter network o ————

Web Application Proxy farm ] \

’-------

Firewall &
Load BalancerI

\ Firewall & Active Directory

Load Balancer

\'\’I

Configuration
database

Internet

7’

\——————_




Federation gives you

SSO via on premises AD credentials

Seamlessly authenticate to AD FS when the client is attached to the corporate network
Now supported by Seamless SSO for PHS and PTA

Passwords remain epremises
Now supported via PTA
Onpremises authentication policies
Now supported via PTA
Onpremises authentication methods (mufactor)
Conditional access via AD FS
Capabilities++ provided by Azure AD

Federation requires

On-premises AD FS infrastructure with hig¥ailability

Hight F At oAt AGEe FT2NJ GKS O2YLIyeQa LYGSNYySi O02yyS
Remote workers will not be able to authenticate to Azure AD If the link is down

Planned recovery from the loss of AD FS availability

Al



Federation may require manual certificate rollover
Auto renewal possible for most configurations (AD FS auto certificate rollover enabled)

FederatiorR 2 S &iyeydu

Cloud authentication scalability

Identity Protection
Requires P2 license

PHS & PTA

Cloud authentication
Cloud scalability
Identity protect

PTA

Simple deployment of agents

Automatic update of ospremises agents

Automatic rollover of certificates

Requireshigh @I Af F oAf AG& FT2NJ GKS O2YLI yeQa LYyGSNYySa O:



All methods require the user
account to be synchronised

A

I

Password validated against
password in Azure AD




Azure AD Connect

2

MD4 hash of password stored ‘

in unicodePwd attribute
. . Password stored as
P RequestsunicodePwd attribute values original MD4 after
h via MS-DRSR replication protocol processing with
salt
+ PBKDF2
Encrypts MD4 Decrypts to + HMAC-SHA256
with salt and Sendsresult&salt | gptain MD4 -
MD5 hash of - hash of
RPC session key password
v
Note: The on-premises Azure AD MD;:,SS? Poeggﬁgd:; }jﬁé&igﬂded Result sent to Azure AD
Connect AD account requires AD 1000 interactions of HMAC-SHA256
permissions:

Replicate Directory Changes
Replicate Directory Changes All




